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What does ITIL say?

An unplanned interruption to an IT service or reduction in the quality of an IT
service. Failure of a configuration item that has not yet impacted service is also
an incident, for example failure of one disk from a mirror set.

Incident management is the process for dealing with all incident, than can include
Failures, questions or queries reported by the users (usually via telephone call to
the service desk, by technical staff, or automatically detected and reported by event
Monitoring tools

Goal / Objective

The Primary goal of the Incident Management process is to restore normal service
operation as quickly as possible and minimize the adverse impact on business
operations, thus ensuring the best possible levels of service quailty and availability
are maintained
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New terms and definitions added that define inputs and triggers to
Incident Management

Event Management

An event can be defined as any detectable or discernible occurrence that has
Significance for the management of the IT Infrastructure or the delivery of IT Services
And evaluation of the impact a deviation might cause to the services. Events are
Typically notifications created by an IT service, Configuration Item (Cl) or monitoring

Tool.

Types of Events

Informational - An event that does not require any action and does not represent an
Exception (a user logs on successfully, a batch job completes, a device comes online)
Warning 1 An event that is generated when a service or device is approaching a
Threshold (Memory Utilization, Network collision rate is x)

Exception i An exception means that a service or device is currently operating
Abnormally (however that has been defined) Typically this means an SLA/OLA has
been breached and the business is being impacted
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Request Fulfillment

The term 6Service Requestd i s used as a
Of demands that are placed upon the IT Department by the users. Many are actually
Small changes T low risk, frequently occurring, low cost etc (password reset, install
Additional software) or maybe just a question requesting information.

Goal / Objective

Ao provide a channel for users to request and receive standard services for which a
Pre-defined approval and gualification process exists.

Ao Provide information to users and customers about the availability of services
and the procedure for obtaining them.

to source and deliver the components of requested standard services.

Ao assist with general information, complaints and comments
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Day to Day Incident Management = =—m——m
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Emails, Phone calls, network events, desktop
Issues

Day to day pressures of projects, tasks,
changes, new initiatives

Unable to

Identify Multiple

events

Difficult to focus on Service restoration
Poorly integrated tools consume time and resources
Data Quality challenges hinder impact and risk analysis
Poor communication processes consume time and resources
Increased MMTR and Service Restoration
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How can we improve the process? o e e

Aviajor focus for process improvement
ARoles and Responsibilities clearly defined

Tl’al NN g RPeople know what to do and when

AContinuous improvement

AClearly define communication tools
AEscalation mechanism

CO mmun | Catl on REnsuring your customer is aware at all times

AFull contact, full exposure

AEase of use
AFocused and relevant
AFir for use and purpose

ASimple, reliable, readily available
AUp to date
AHas clear ownership

RDrive decisions more intelligently
ASingle pane of glass

I nteg I'atl OnS AWnhat can help you reduce MTTR and restore service

quickly

Als the data accurate?
AClear ownership

Data Qual |ty ARefresh cycle and maintenance \ /
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Background Specifics
Global Financial company IT division with 1100+ developers
25000+ Employees 300+ Applications support trading floor
3500+ Applications 24x7 globally operational, trading on all markets
20000+ Servers Focused on raising the bar, new functionality

supersedes existing bugs/issues
Little to no incident management structure in
place

Action Taken

|dentified key stakeholders by function for both the business and IT

Empowered stakeholders to be able to make decisions and resolve conflicts
Instigated a global training plan, mandatory attendance

Agreed on what constitutes a Low, Medium, High, Critical incident

Integrated tools focusing on usability/simplicity

Established a robust program to O0Mana
Defined clear escalation paths

Instigated a culture change, its OK to have a High/Critical Incident
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Incident Management

# Month

Operational Metrics January February  March April May June July August
A [Total Number of Incidents 78 76 92 153 122 162 181 199
B  [AverageTime to Resolve High/Medium Incidents{MINS) 106 144 170 82 79 86 86 65
[o umber of Incidents Resolved within agreed Service Levels 0 0 0 0 0 0 0 0
D Pumber of High / Major Incidents 20 11 26 80 47 21 86 86
E  Number of Incidents with Customer Impact 66 56 76 145 118 153 174 194
F umber of Incidents Reopened 0 0 0 0 0 0 0 0

Key Performance Indicators January February  March April May June July August
1 umber of Incident Occurences 78 76 92 153 122 162 181 199
2 umber of High / Major Incidents 20 11 26 80 47 21 86 86
3 ncident Resolution Rate 0 0 0 0 0 0 0 0
4 Customer IncidentImpact Rate 15.38% 26.32% 17.39% 5.23% 3.28% 5.56%  3.87% 2.51%
5 ncident Reopen Rate 0 0 0 0 0 0 0 0
6 Pinerage Time to Resolve High / Medium Incidents (MINS) 106 144 170 82 79 36 36 65
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